Configure aut hentication policies ia Wndows Power Shell

W ndows Power Shell enables greater flexihilityin using various factors of access contrd andthe
aut hentication mechanismthat are availlablein AD FSin Wndows Server 2012 R2 to configure
aut hertication paides and authorization rules that are necessarytoi nplenent true conditional
access for your AD FS -secured resour ces.

Me mbershipin Admnistrators, or equi valent, onthe local conputer isthe m ni mumrequire ment
toconpletethese procedures. Reviewdetails about using the appropriate accounts and group

me mberships a& Local and Donain Default Goups

(http://ga microsoft. cont f wink/ ?Li nkl d=83477).

To configure an add tional aut hentication nethod via Wndows Power Shell

1 On your federation server, openthe Wndows
Power Shell command wndowand runthe
fdlowng comnmand

Copy

Set-AdfsGlobalAuthenticationPolicy -
AdditionalAuthenticationProvider
CertificateAuthentication

&WAT ni ng

To verifythat this command ran successfuly, you canrunthe cet-
AdstlobalAuthenticationPolicyCornﬁﬁnd

To confiqure MFA per-relving party trust that is based on a user’s group
me nbersh p data

1 On your federation server, openthe Wndows
Power Shell command wndowand runthe
fdlowng comnmand:

Copy

Srp = Get-AdfsRelyingPartyTrust -
Name relying party trust
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&WAT ni ng
Ensuretoreplace <relying_party trust >wththe name of your relying party trust.

2 Inthesane Wndows Power Shell comnmand
w ndow runthe fdlowng comnand.

Copy

SMfaClaimRule = “c: [Type ==
‘““http://schemas.microsoft.com/ws/20
08/06/identity/claims/groupsid’”,
Value =~ ‘""" (?1i) <group SID>$’"] =>
issue (Type =
‘““http://schemas.microsoft.com/ws/20
08/06/identity/claims/authentication
method’”, Value =
‘““http://schemas.microsoft.com/claim

o

s/multipleauthn’”) ;

Set-AdfsRelyingPartyTrust -
TargetRelyingParty S$rp -
AdditionalAuthenticationRules
SMfaClaimRule

Note

Ensuretoreplace <group_SI D> wththe val ue of the securityidertifier (D) of your
Active Drectory (AD group.

To confiqgure MFA dlobally based on users' group ne mbershi pdata

1 On your federation server, openthe VWndows
Power Shell command wndowand runthe
fdlowng command

Copy

SMfaClaimRule = “c:[Type == ‘"
http://schemas.microsoft.com/ws/2008
/06/identity/claims/groupsid’",
Value == ‘"group SID’'"]

=> issue (Type =
‘"http://schemas.microsoft.com/ws/20
08/06/identity/claims/authentication
method’", Value =
‘"http://schemas.microsoft.com/claim
s/multipleauthn’");”

Set-AdfsAdditionalAuthenticationRule
SMfaClaimRule
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Note
Ensuretoreplace <group_SI D> wththe val ue of the S Dof your AD group.

To configure MFA globally based on user’s 1 ocati on

1 On your federation server, openthe VWndows
Power Shell command wndowand runthe
fdlowng comnmand

Copy

SMfaClaimRule = “c:[Type == ‘"
http://schemas.microsoft.com/ws/2012
/01/insidecorporatenetwork’", Value
== ‘"true or false’"]

=> issue (Type =
‘"http://schemas.microsoft.com/ws/20
08/06/identity/claims/authentication
method’", Value =
‘"http://schemas.microsoft.com/claim
s/multipleauthn’");”

Set-AdfsAdditionalAuthenticationRule
SMfaClaimRule
Note

Ensuretoreplace true_or_false> wtheither true or false. The val ue depends on your
specificrue conditionthat is based on whet her the access request comes fromthe
extranet or the irtranet.

To configure VMFA globally based on user’s device data

1 On your federation server, openthe Wndows
Power Shell command wndowand runthe
fdlowng comnmand

Copy

SMfaClaimRule = "c:[Type == ‘"
http://schemas.microsoft.com/2012/01
/devicecontext/claims/isregisteredus
er’", Value == ‘"true or false"']
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=> issue (Type =
‘"http://schemas.microsoft.com/ws/20
08/06/identity/claims/authentication
method’", Value =
‘"http://schemas.microsoft.com/claim
s/multipleauthn’") ;"

Set-AdfsAdditionalAuthenticationRule
SMfaClaimRule

Note

Ensuretoreplace true_or_fase> wthether true or false. The val ue depends on your
specificrue conditionthat is based on whether the device is workplace-janed or nat.

To configure MFA dloballyif the access request cones fromthe extranet and
froma non- wor kpl ace-ja ned dewvice

1 On your federation server, openthe Wndows
Power Shell comnmand wndowand runthe
fdlowng comnand

Copy

Set-AdfsAdditionalAuthenticationRule
"c: [Type ==
""http://schemas.microsoft.com/2012/
0l/devicecontext/claims/isregistered
user ", Value == ""true or false "]
&& c2:[Type ==
""http://schemas.microsoft.com/ws/20
12/01/insidecorporatenetwork™",
Value == " true or false "] =>
issue (Type =
“"http://schemas.microsoft.com/ws/20
08/06/identity/claims/authentication
method ™", Value
=""http://schemas.microsoft.com/clai

o n

ms/multipleauthn™");

Note

Ensuretoreplace bathinstances of strue_or false> wth either true or false, Which
depends on your specificrue conditions. The rue conditions are based on whet her the
device is workplace-janed or nat and whet her the access request cones fromthe extranet
or irtranet.

To configure MFA dloballyif access cones froman extranet wser that bel ongs to
a certa n group
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1 On your federation server, openthe VWWndows
Power Shell command wndowand runthe
fdlowng comnmand

Copy

Set-AdfsAdditionalAuthenticationRule
"c: [Type ==
""http://schemas.microsoft.com/ws/20
08/06/identity/claims/groupsid™",
Value == ""group SID"]

&& c2:[Type ==
""http://schemas.microsoft.com/ws/20
12/01/insidecorporatenetwork ™",
Value == ""true or false "] =>
issue (Type =
""http://schemas.microsoft.com/ws/20
08/06/identity/claims/authentication
method™", Value
=""http://schemas.microsoft.com/clai
ms/multipleauthn ") ;"

Note

Ensuretoreplace <group_SI D> wththe val ue of the group S Dand <true_or fase>
witheither true or false, Which depends on your specific rue conditionthat is based on
whet her the access request comes fromthe extranet or irtranet.

To grant access to an apdication based on wser data via WWndows Power Shell

1 On your federation server, openthe VWWndows
Power Shell command wndowand runthe
fdlowng command

Copy

Srp = Get-AdfsRelyingPartyTrust -
Name relying party trust

Note
Ensuretoreplace <relying_party trust > wththe val ue of your relying party trust.

2 Inthesame Wndows Power Shell command
w ndow runthe fdlowng comnand.

Copy


javascript:if%20(window.epx.codeSnippet)window.epx.codeSnippet.copyCode('CodeSnippetContainerCode_033c385b-fc10-4936-b933-c133f898fb4f');
javascript:void(0)
javascript:if%20(window.epx.codeSnippet)window.epx.codeSnippet.copyCode('CodeSnippetContainerCode_8bfc635f-60a9-4fee-90d3-502bd5e9de7f');
javascript:if%20(window.epx.codeSnippet)window.epx.codeSnippet.copyCode('CodeSnippetContainerCode_06ba31fa-3c8a-4ac8-9e73-fea36041a4aa');

S$GroupAuthzRule = "@RuleTemplate =
"“Authorization™” @QRuleName =
""Foo " c:[Type ==
""http://schemas.microsoft.com/ws/20
08/06/identity/claims/groupsid ™",
Value =~ """ (?1i)<group SID>S$'"]
=>issue (Type =
""http://schemas.microsoft.com/autho
rization/claims/deny ", Value =
""DenyUsersWithClaim ") ;"
Set-AdfsRelyingPartyTrust -
TargetRelyingParty Srp -
IssuanceAuthorizationRules
$GroupAuthzRule

Note
Ensuretoreplace <group_SI D> wththe val ue of the S Dof your AD group.

To grant access to an application that is secured by AD FS onlyif this wser’s
identity was validated wth MFA

1 On your federation server, openthe Wndows
Power Shell command wndowand runthe
fdlowng comnmand

Copy

Srp = Get-AdfsRelyingPartyTrust -
Name relying party trust

Note
Ensuretoreplace <relying_party trust > wththe val ue of your relying party trust.

2 Inthesane Wndows Power Shell comnmand
w ndow runthe fdlowng comnand.

Copy

$GroupAuthzRule = "QRuleTemplate =
""Authorization™"

@RuleName = ""PermitAccessWithMFA™"
c: [Type ==

“"http://schemas.microsoft.com/claim
s/authnmethodsreferences ™", Value =~
""A(?i)http://schemas\.microsoft\.co
m/claims/multipleauthn$ "] =>

issue (Type =
“"http://schemas.microsoft.com/autho
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rization/claims/permit ™", Value =
‘WPermitUsersWithClaim’") ;"

To grant access to an applicationthat is secured by AD FS only if the access

request cones froma workp ace-jo ned device that is reaistered tothe wser

1

Note

On your federation server, openthe Wndows
Power Shell command wndowand runthe
fdlowng comnand

Copy

Srp = Get-AdfsRelyingPartyTrust -
Name relying party trust

Ensuretoreplace <relying_party trust > wththe val ue of your relying party trust.

2

Inthe sane VWndows Power Shell command
wi ndow runthe fdlowng command.

Copy

SGroupAuthzRule = "QRuleTemplate =
""Authorization™"

@RuleName =
""PermitAccessFromRegisteredWorkplac
eJoinedDevice ™"

c: [Type ==
""http://schemas.microsoft.com/2012/
0l1/devicecontext/claims/isregistered
user ", Value =~ "~ (?1)true$ "] =>
issue (Type =
""http://schemas.microsoft.com/autho
rization/claims/permit™", Value =
""PermitUsersWithClaim™") ;

To grant access to an apdicationthat is secured by AD FS onlvy if the access

request cones froma workp ace-jo ned device that is registered to a user whose

identity has been validated wth MFA
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1 On your federation server, openthe VWndows
Power Shell command wndowand runthe
fdlowng command

Copy

Srp = Get-AdfsRelyingPartyTrust -
Name relying party trust

Note
Ensuretoreplace <relying_party trust > wththe val ue of your relying party trust.

2 Inthesane Wndows Power Shell command
w ndow runthe fdlowng comnand.

Copy

S$GroupAuthzRule = ‘Q@RuleTemplate =
“Authorization”

@RuleName =
“RequireMFAOnRegisteredWorkplaceJoin
edDevice”

cl: [Type ==
""http://schemas.microsoft.com/claim
s/authnmethodsreferences™", Value =~
"~ (?i)http://schemas\.microsoft\.co
m/claims/multipleauthn$ "] &&

c2: [Type ==
""http://schemas.microsoft.com/2012/
0l/devicecontext/claims/isregistered
user ", Value =~ """ (?1)true$”] =>
issue (Type =
"http://schemas.microsoft.com/author
ization/claims/permit ™", Value =
“"PermitUsersWithClaim ") ;"

To grant extranet access to an application secured by AD FS only if the access
request cones froma user whose i dentity has been validatedwith MFA

1 On your federation server, openthe Wndows
Power Shell command wndowand runthe
fdlowng command

Copy

Srp = Get-AdfsRelyingPartyTrust -
Name relying party trust
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Note

Ensuretoreplace <relying_party trust > wththe val ue of your relying party trust.

2

Inthe sane Wndows Power Shell comnmand
w ndow runthe fdlowng comnand.

Copy

S$SGroupAuthzRule = "@RuleTemplate =
""Authorization ™"

@RuleName =
""RequireMFAForExtranetAccess "

cl: [Type ==
""http://schemas.microsoft.com/claim
s/authnmethodsreferences ", Value =~
"~ (?i)http://schemas\.microsoft\.co
m/claims/multipleauthn$ "] &&

c2: [Type ==
""http://schemas.microsoft.com/ws/20
12/01/insidecorporatenetwork ",
Value =~ """~ (?i)false$ "] =>

issue (Type =
""http://schemas.microsoft.com/autho
rization/claims/permit ™", Value =
""PermitUsersWithClaim™ ") ;"
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